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Example DPES Program Execution Configuration Information

Please enter information about your program to be executed

202a { Display Name

202b <

202c <

2024 <

—

—

(—‘
Input Data Location

Output Data Location

Input Data Decryption Key
(optional)

Output Data Encryption Key
(optional)

(—'
‘E Use selected pre-defined

program execution template
Use custom program at

D indicated location
-

)

I O I I N

(—__ Use default configuration parameters

for selected pre-defined program
execution template (recommended)

OR

I:I Use selected configuration

parameters below
Number of nodes

Type of nodes

Degree of data replication
(optional)

203
-\‘| Initiate Program Execution |

| Cancel J'/ 20

3- 201

R

> 202

Fig. 24
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Execution Configuration Information

Other request
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(DPES System Manager Routine 400 Fia. 4A
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Y Request to
| Receive indication related to register program |
" program execution ”
! 410
< Typ@i— Status information B :
Request to o
execute program Indication related
to change in
! 420 job execution C:
Obtain User-Specified Program
@

430
v ~

Perform Distributed Program Execution

490

Y /\/
Optionally perform other actions { Z \

495 ! N 499
, Y o}
Yes 2 Continue? > END
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Fig. 4B

Store information about

450

Update status information regarding
the indicated execution state and/or
data state of one or more jobs on
one or more computing nodes

program, and any associated
administrative information

455

460

Receive indication related to change
Cc in execution of indicated job(s) on
computing node(s) 4

462

Yes

Suspension to 7 v ¢
be performed?

K/\

——>| Select nextjob l

Y ~
Obtain information about
intermediate state of partial
performance of operations
and of intermediate data
state for the job

l' H468

Initiate storage of intermediate state
on one or more storage volumes

466

470
Yes More jobs?
No #V r\}472

N
° 475

~J

Initiate resumption of
execution of a job on a
computing node from a
previous stored state, or

schedule later resumption
of the job execution

Y

of the indicated job(s), and optionally

of the job(s) from the stored state

Update status information regarding the
intermediate execution and data state

schedule later resumption of execution

480
~

o

Perform other indicated
request as appropriate

US 9,207,975 B2



U.S. Patent Dec. 8, 2015 Sheet 9 of 11 US 9,207,975 B2

Obtain User-Specified Program Execution 500
Configuration Information Routine

Fig. 5 510
505 -
4 A Obtain program
Receive information Yes execution
via API? configuration
No information and
515 indication to
Y ~ initiate
Provide graphical user interface for display to distributed
user with user-selectable controls to indicate execution of the
a program to execute and additional program program
execution configuration information
520
Y /

Receive indication of program to execute and
optionally additional information about the program

525

Y

Determine recommended execution configuration
parameters for distributed execution of the
program, and provide recommended parameters
for display via the graphical user interface

¥

Receive indication(s) of selected execution |—
configuration parameters for use in the
distributed execution of the program 535

¥ o

530

Optionally receive indications of additional
execution configuration information

l . _ 540

Receive instructions from the user to initiate
distributed execution of the program

<
<

Y

599 ~{ RETURN )



U.S. Patent Dec. 8, 2015

Sheet 10 of 11 US 9,207,975 B2

Fig. 6
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MANAGING DISTRIBUTED EXECUTION OF
PROGRAMS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 12/415,649, filed Mar. 31, 2009, and entitled
“Managing Distributed Execution of Programs,”which is
hereby incorporated by reference in its entirety. U.S. patent
application Ser. No. 12/415,649 is a continuation-in-part of
U.S. patent application Ser. No. 12/334,004, filed Dec. 12,
2008, now U.S. Pat. No. 8,370,493 entitled “Saving Program
Execution State,”which is hereby incorporated by reference
in its entirety.

BACKGROUND

Many companies and other organizations operate com-
puter networks that interconnect numerous computing sys-
tems to support their operations, such as with the computing
systems being co-located (e.g., as part of a local network) or
instead located in multiple distinct geographical locations
(e.g., connected via one or more private or public intermedi-
ate networks). Such groups of interconnected computing sys-
tems are increasingly useful for various reasons, including to
support increasingly large software programs and input data
sets that may be distributed across multiple computing sys-
tems.

Various approaches have been taken to providing groups of
interconnected computing systems. For example, data centers
housing significant numbers of interconnected computing
systems have become commonplace, such as private data
centers that are operated by and on behalf of a single organi-
zation, and public data centers that are operated by entities as
businesses to provide computing resources to customers.
Some public data center operators provide network access,
power, and secure installation facilities for hardware owned
by various customers, while other public data center opera-
tors provide “full service” facilities that also include hard-
ware resources made available for use by their customers.
However, as the scale and scope of typical data centers has
increased, the task of provisioning, administering, and man-
aging the physical computing resources has become increas-
ingly complicated.

The advent of virtualization technologies for commodity
hardware has provided some benefits with respect to manag-
ing large-scale computing resources for many customers with
diverse needs, allowing various computing resources to be
efficiently and securely shared by multiple customers. For
example, virtualization technologies such as those provided
by VMWare, XEN, or User-Mode Linux may allow a single
physical computing machine to be shared among multiple
users by providing each user with one or more virtual
machines hosted by the single physical computing machine,
with each such virtual machine being a software simulation
acting as a distinct logical computing system that provides
users with the illusion that they are the sole operators and
administrators of a given hardware computing resource,
while also providing application isolation and security among
the various virtual machines. Furthermore, some virtualiza-
tion technologies are capable of providing virtual resources
that span one or more physical resources, such as a single
virtual machine with multiple virtual processors that actually
spans multiple distinct physical computing systems.

25

30

40

45

2
BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A and 1B are network diagrams illustrating
example embodiments of use of a distributed program execu-
tion service by remote users.

FIGS. 2A-2C illustrate examples of managing the configu-
ration and tracking of distributed program execution on mul-
tiple computing nodes.

FIG. 3 is a block diagram illustrating an example embodi-
ment of a computing system for managing distributed pro-
gram execution.

FIGS. 4A and 4B illustrate a flow diagram of an example
embodiment of a Distributed Program Execution Service
System Manager routine.

FIG. 5 illustrates a flow diagram of an example embodi-
ment of a routine for obtaining user-specified program execu-
tion configuration information.

FIG. 6 illustrates a flow diagram of an example embodi-
ment of a routine for performing distributed program execu-
tion.

FIG. 7 illustrates a flow diagram of an example embodi-
ment of a Computing Node Manager routine.

DETAILED DESCRIPTION

Techniques are described for managing distributed execu-
tion of programs. In at least some embodiments, the tech-
niques for managing the distributed execution of a particular
program include determining configuration information to be
used to execute that program in a distributed manner on
multiple computing nodes, including configuration param-
eters such as a quantity of computing nodes and/or other
measures of computing resources to be used for the execut-
ing. Such configuration information for executing a particular
program may be determined in various manners in various
embodiments, including by interactively gathering at least
some types of configuration information from an associated
user (e.g., via a graphical user interface, or GUI, that is
provided and displayed to the user) and/or by automatically
determining values for at least some types of configuration
information (e.g., for use as recommendations to a user, for
use as part of the configured program execution without user
input, etc.). In addition, in at least some embodiments, the
techniques for managing the distributed execution of a pro-
gram include tracking information about ongoing distributed
execution of one or more programs, and providing such
tracked information and associated controls to auser (e.g., via
a GUI that is provided and displayed to the user) to enable the
user to modify the ongoing distributed execution in various
manners, such as to temporarily terminate or otherwise sus-
pend some or all of the ongoing distributed execution. Addi-
tional details related to managing the distributed execution of
programs are included below.

In addition, in at least some embodiments, some or all of
the techniques may be automatically performed by embodi-
ments of a Distributed Program Execution Service System
Manager module, as described in greater detail below, such as
a module that supports an embodiment of a distributed pro-
gram execution (“DPE”) service for executing multiple pro-
grams on behalf of multiple customers or other users of the
service. In at least some embodiments, such a DPE service
may provide various computing nodes (e.g., multiple physi-
cal computing systems and/or virtual machines that are
hosted on one or more physical computing systems) for use in
executing programs for users in a distributed manner.

The distributed execution of a program may be initiated
and configured in various manners in various embodiments,
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such as by a user interacting with an embodiment of a DPE
service to request the execution of the program in a manner
specified by the user. For example, the DPE service may
provide a GUI that a remote user interactively uses to make
the execution request (e.g., a Web-based GUI with which a
user interacts via a client application, such as a Web browser,
executing on a client device of the user), and/or the DPE
service may provide one or more APIs (“application pro-
gramming interfaces™) that enable a computing device and
program of the user to programmatically interact with the
DPE service to make the request (e.g., one or more APIs that
are also used by the provided GUI). The user may specify
various information as part of such a request, such as an
indication of the program to execute (e.g., by supplying an
executable copy of the program, by indicating a program
previously registered by the user with the DPE service, by
indicating a program made available by the DPE service for
use by users, etc.), and an indication of input data for use by
the executing program (e.g., by supplying the input data or by
indicating an accessible location from which the input data
may be obtained). An executable copy of a program may be
supplied in various manners and formats, such as, for
example, a Java ARchive (“JAR”) file.

In addition, the user may further specify other configura-
tion parameters for the distributed program execution in at
least some embodiments, such as one or more of the follow-
ing: an indication of a quantity of computing nodes to use for
the requested execution; an indication of a type of computing
node to use for the requested execution (e.g., if the DPE
service provides different types of computing nodes with
different capabilities, such as different amounts of memory,
storage and/or processing power) and/or one or more other
execution criteria to use in performing the requested execu-
tion (e.g., a user-specified QoS, or Quality of Service, level
associated with the requested execution; an indication of a
time by which the requested execution is to be completed;
etc.); information about a location or layout of some or all of
the computing nodes to use for the requested execution, such
as relative to each other, to indicated data and/or to some other
location (e.g., to be within a specified degree of geographical
ornetwork distance), or instead in an absolute manner (e.g., at
aparticular data center or other geographical location, within
the boundaries of a country or other indicated geographical
area, etc.); access information for use in communicating with
one or more of the computing nodes, such as an SSH (“secure
shell”) key; configuration information for use in configuring
aparticular instance of the program for use with the requested
execution; an indication of multiple execution jobs into which
the indicated program execution is to be separated for parallel
or other distributed execution, or instead an indication of how
the DPE service is to automatically determine those multiple
execution jobs (e.g., if the indicated program is designed to be
separable in a defined manner into distinct execution jobs,
such as based on an execution methodology used by or other
design of the program); etc. More generally, in at least some
embodiments, a user may be able to specify other more gen-
eral high-level execution criteria that indicate desired out-
comes from the execution or other factors to be considered for
the execution (e.g., to complete execution as cheaply as pos-
sible within some indicated time period, to complete execu-
tion as quickly as possible with a specified maximum associ-
ated fee, to complete execution in a manner that attempts to
optimize one or more other types of indicated factors, etc.),
and the DPE service may automatically determine to provide
preferred or otherwise appropriate execution configuration
parameters to use to satisfy those execution criteria, as dis-
cussed in greater detail below. Furthermore, in at least some
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4

embodiments, the DPE service may further automatically
determine some or all such configuration parameters for the
distributed execution of a particular program, such as for use
in warning a user if user-specified configuration parameters
are sub-optimal or otherwise problematic (e.g., are insuffi-
cient to complete the execution by a desired time indicated by
the user), or for otherwise recommending configuration
parameters to the user. The automatic determining of such
configuration parameters may be performed in various man-
ners in various embodiments, such as based on the DPE
service monitoring and assessing previous related program
executions for various users that use differing configuration
parameters (e.g., execution of the same program, such as for
a program provided by the DPE service for use by users;
execution of other programs of the same or similar type, such
as that use the same design or execution methodology; etc.) in
order to identify one or more preferred sets of configuration
parameters for a particular program or particular program
type. Additional details related to configuring the distributed
execution of a program are included below.

The ongoing distributed execution of one or more pro-
grams for a user may also be tracked and modified in various
manners in various embodiments, such as by a user interact-
ing with an embodiment of a DPE service to modify ongoing
distributed program execution in a manner specified by the
user. For example, the DPE service may provide a GUI that a
remote user may interactively use to view status information
related to ongoing distributed program execution and/or to
make a distributed program execution modification request
(whether the same GUI as used for configuring program
execution or instead a distinct GUI), and/or may provide one
or more APIs (“application programming interfaces”) that
enable a computing device and program of the user to pro-
grammatically interact with the DPE service to obtain such
tracked information and make such modification requests
(e.g., one or more APIs that are also used by the provided GUI
for use in modifying execution). The types of distributed
program execution modifications that may be performed may
vary in various embodiments and situations, including to
modify various previously specified configuration param-
eters for an distributed program execution (e.g., a quantity of
computing nodes to use for the ongoing distributed execu-
tion), to suspend and optionally later resume some or all of the
ongoing distributed execution, etc. Additional details related
to modifying the ongoing distributed execution of a program
are included below.

FIG. 1A is a network diagram that illustrates an example of
a DPE service that manages distributed execution of pro-
grams for multiple users. For illustrative purposes, some
examples and embodiments are described below in which
specific types of management of distributed program execu-
tion are provided in specific manners. These examples are
provided for illustrative purposes and are simplified for the
sake of brevity, and it will be appreciated that the inventive
techniques may be used in a wide variety of other situations,
some of which are described in greater detail below. For
example, while particular examples of how to configure the
execution of programs in distributed manners and to modify
the ongoing distributed execution of programs are described,
other types of distributed execution and of configuring and
modifying may be used in other embodiments. In addition,
while in some embodiments users initiate the execution of
indicated programs in a distributed manner, in other embodi-
ments an embodiment of the DPE service may initiate the
execution of such indicated programs and/or may determine
to execute a program indicated by a user in a distributed
manner (e.g., without knowledge of the user). Furthermore, in
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some embodiments at least some of the described techniques
may be used with at least some programs that are not executed
in a distributed manner, such as to configure execution of such
a non-distributed program and/or to modify partial execution
of such a non-distributed program.

In the example of FIG. 1A, a number of users 140 are
interacting over a network 100 with an illustrated embodi-
ment of a Distributed Program Execution Service System
Manager (“DPE Service SM” or “DPESSM”) module 110 to
initiate distributed execution of programs on one or more
computing nodes 120 that are available for executing pro-
grams of the users, such as a DPESSM module 110 that
provides some or all of the functionality of a particular
embodiment of a DPE service (not shown). The network 100
may, for example, be a publicly accessible network of linked
networks, possibly operated by various distinct parties, such
as the Internet. In other embodiments, the network 100 may
be a private network, such as, for example, a corporate or
university network that is wholly or partially inaccessible to
non-privileged users. In still other embodiments, the network
100 may include one or more private networks with access to
and/or from the Internet. In the illustrated embodiment, the
DPESSM module 110 and the computing nodes 120 are pro-
vided by a DPE service provider 105 as part of a DPE service,
as well as one or more optional other storage nodes 130, and
the DPESSM module 110 may execute on one or more other
computing systems (not shown).

In some embodiments, the illustrated computing nodes 120
are provided by the DPE service provider 105 for distributed
execution of programs on behalf ofthe users, and may include
multiple physical computing systems and/or multiple virtual
machines that are hosted on one or more physical computing
systems (e.g., as is described in more detail with respect to
FIG. 1B for one example embodiment). Each of the comput-
ing nodes 120 has some amount of computing resources
available for executing one or more programs, such as may be
measured, for example, by a combination of one or more of
processing capacity (e.g., number and/or size of processing
units), memory capacity, storage capacity, network band-
width capacity, disk I/O (“input/output”) capacity, etc. In
some embodiments, the DPE service provider 105 may pro-
vide preconfigured computing nodes, with each preconfig-
ured computing node having similar and/or equivalent
amounts of resources available for executing programs on
behalf of users, while in other embodiments, the DPE service
provider 105 may provide a selection of various different
computing nodes, such as with different types or groups of
computing nodes having varying amounts and/or types of
computing resources (e.g., size, speed and/or type of process-
ing units; number of processing units; amount of memory
and/or storage; platform configuration, such as 32-bit or
64-bit; etc.).

In the illustrated embodiment, the various users 140 may
interact with the DPESSM module 110 to make requests and
specify various information, with FIGS. 2A-2C illustrating
examples of GUI screens and associated user-selectable con-
trols that may be displayed to users for certain types of inter-
actions. In various embodiments, such user requests and
specifications may be made at various times, such as when a
user registers to use services of the DPE service and/or at later
times. For example, the DPESSM module 110 may provide
subscription and/or registration services to one or more users,
such that users may specify information related to one or
more programs to execute on behalf of a user (e.g., programs,
source code, network addressable locations of one or more
programs, etc.), account information (e.g., user name, billing
information, etc.), terms of use, etc. In some embodiments,
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after a user interacts with the DPESSM module 110 to sub-
scribe and/or register for services, the user may be issued one
or more identifiers (e.g., keys, tokens, user names, etc.) that
are associated with the user and are to be used in conjunction
with executing programs on behalf of the user. In other
embodiments, a module other than the DPESSM module 110
may be provided to perform various operations related to
subscription and/or registration services of the DPE service.

In addition, the users may interact with the DPESSM mod-
ule 110 to initiate and configure execution of programs in
various ways in various embodiments, such as by specifying
a number and/or type of computing nodes for execution of
programs, a minimum and/or maximum number of comput-
ing nodes to use, a preferred execution time and/or period of
execution, an expiration time for the program execution
request, a selection of one of multiple priorities for the execu-
tion (e.g., with associated fees that increase with increased
priority), etc. Furthermore, in some embodiments, a user may
interact with the DPESSM module 110 to request immediate
execution of one or more programs on a specified number of
computing nodes and/or to schedule such execution at one or
more future times, such that the DPESSM module 110 may
initiate the requested execution on the specified number of
computing nodes at a specified time or when one or more
other specified criteria are satisfied (e.g., when it is deter-
mined that a specified number of computing nodes are avail-
able).

In this illustrated embodiment, the DPE service provides a
variety of functionality for managing distributed execution of
programs for multiple users on the computing nodes 120. For
example, as previously noted, a particular user may use a GUI
or API provided by the module 110 to submit a request for
execution of an indicated program using indicated input data,
and optionally along with a variety of other types of configu-
ration information. After the request for execution of the
program is received, the DPESSM module 110 may select
which of the available computing nodes 120 to use for the
requested execution in various ways. For example, in some
embodiments, the module 110 may simply select an appro-
priate quantity of computing nodes from any of the available
computing nodes with sufficient resources, such as, for
example, by randomly selecting from a pool of available
computing nodes. In other embodiments, one or more specific
computing nodes may be selected on the basis of one or more
other factors, such as, for example, a predicted length of
and/or likelihood of continued availability of the one or more
computing nodes, a physical proximity of the one or more
specific computing nodes to one or more other computing
nodes, a geographic location of the one or more specific
computing nodes and/or of one or more other computing
nodes, etc. In addition, after the request is received, the mod-
ule 110 may further determine how to separate the indicated
program into multiple execution jobs to be executed on the
multiple selected computing nodes, such as by using infor-
mation supplied by the user and/or in an automatic manner
based on previously obtained information about the design of
the indicated program. Similarly, in at least some embodi-
ments and situations, the module 110 may determine how to
separate the indicated input data into multiple subsets for use
by the multiple execution jobs. For example, in some situa-
tions, each execution job may include executing a full copy of
the indicated program but on a particular subset of input data,
while the other execution jobs similarly execute the full pro-
gram copy functionality on other input data subsets. Alterna-
tively, in some situations, various execution jobs may perform
different functions on a single common set of input data.
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As the execution jobs execute on the various computing
nodes, the execution jobs store various information locally on
the computing nodes in at least some embodiments. In addi-
tion, the DPE service may optionally provide one or more
storage nodes 130 that are used by the DPE service to store
information related to program execution and/or for other
purposes. As discussed in greater detail elsewhere, such infor-
mation stored on the storage nodes 130 may include status
information regarding the intermediate state of partial execu-
tion of various execution jobs for various programs, and in
some embodiments may optionally include output data that is
generated by completed execution jobs. Furthermore, as dis-
cussed in greater detail elsewhere, in some embodiments the
module 110 may provide indications to cause the intermedi-
ate state of partial execution of one or more execution jobs to
be persistently stored before the partial execution of the
execution job is temporarily terminated or otherwise sus-
pended. Such intermediate state information for the partial
execution may be stored in various manners remotely from
the computing node on which the partial execution occurred,
such as by copying such intermediate state information to one
or more of the optional storage nodes 130 and/or by using one
or more optional remote storage services 150 that are acces-
sible over the network 100. In some embodiments, the mod-
ule 110 coordinates the storage of the intermediate state infor-
mation from the computing node to the remote persistent
storage location, such as by using information that the module
110 tracks about the intermediate state of the partial execu-
tion, while in other embodiments the activities in performing
the persistent storage of the intermediate state information
may instead be performed by management software execut-
ing on the computing node to locally manage the execution of
the execution job. Alternatively, if a particular executing
execution job is able to store its own intermediate execution
state, the module 110 may instead notify the execution job to
perform its own intermediate execution state storage actions
before shutting down its own execution.

After the intermediate state of partial execution of an
execution job has been persistently stored and the partial
execution has been terminated, the partial execution may be
resumed from that suspended intermediate state at a later
time, such as substantially immediately (e.g., if the execution
of the execution job is being moved from a first computing
node to a second computing node, as quickly as the interme-
diate state information may be stored and retrieved), or
instead after a longer period of time (e.g., at a later scheduled
time, a later time when one or more specified criteria are
satisfied, etc.). At the time of execution resumption, the stored
intermediate state information may be retrieved from the
persistent storage location, and locally stored on or otherwise
made available to the computing node on which the execution
job execution is to resume. In addition, the partial execution
of'the execution job may be resumed in various manners, such
as by indicating to the execution job not to perform a subset of
operations that were previously completed (e.g., if the execu-
tion job supports such functionality), by modifying the execu-
tion job to only perform a subset of the operations that were
not previously completed, etc. Additional details related to
the suspension and resumption of execution of execution jobs
are described elsewhere.

FIG. 1B illustrates an embodiment in which a DPE service
may be provided using one or more data centers that include
multiple physical computing systems. In particular, FIG. 1B
is a network diagram illustrating an example embodiment in
which a DPESSM module 180 of a DPE service manages
distributed execution of programs on behalf of users at an
example data center 170. The example data center 170 is
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connected to the Internet 196 external to the data center 170,
which in this example provides access to various external
computing systems, such as computing systems 190 via pri-
vate network 194 and other directly accessible computing
systems 192. The private network 194 may be, for example, a
corporate network that is wholly or partially inaccessible
from non-privileged computing systems external to the pri-
vate network 194. Computing systems 192 may include, for
example, a home computing system that connects directly to
the Internet (e.g., via a telephone or cable modem, a Digital
Subscriber Line (“DSL”), etc.). In addition, one or more other
data centers 198 are illustrated that are connected to data
center 170 via the Internet 196, such as may further be used by
the DPE service in at least some embodiments. For example,
the distributed execution of a particular program may include
simultaneous and/or sequential execution using computing
nodes at multiple data centers or other distinct geographical
locations, including to move execution of an execution job
from a computing node at one geographical location to a
computing node at another geographical location.

The example data center 170 includes a number of physical
host computing systems 175, physical computing systems
182, optional storage systems 160, and a DPESSM module
180 of an embodiment of the DPE service. In this example,
host computing systems 175 each provide multiple virtual
machines 177 and have a virtual machine (“VM”) manager
module 179 to manage those virtual machines (e.g., a hyper-
visor or other virtual machine monitor), and some or all of the
computing systems 182 may similarly have one or more such
virtual machines and/or VM manager modules (not shown).
Such virtual machines may each act as a computing node for
use by the DPE service. Alternatively, in other embodiments,
some or all of the physical host computing systems at the data
center may not provide any virtual machines, such as to
instead act as a computing node that directly executes one or
more programs on behalf of end user customers of the DPE
service. In addition, in some embodiments, the physical host
computing systems 175 and/or physical computing systems
182 may each include other management software (e.g., a
management module of the DPE service, such as part of or
distinct from the VM manager modules) to manage the execu-
tion of execution jobs on the computing systems. Further-
more, in some embodiments various of the computing sys-
tems 175 and 182 may have differing capabilities, may have
different associated fees for use, may support different types
of user programs (e.g., virtual machine software image
instances of different sizes, or programs with different types
of resource criteria and/or computing resource usage, such as
differing patterns of I/O and memory access and network
usage), etc. If so, one or more such factors may further be used
as constraints and/or preferences regarding which computing
systems to select for executing particular programs. The
optional storage systems 160 may also have various forms,
such as computing systems with attached storage (e.g., that
may also be used as computing nodes at times), network
storage devices that are not used as computing nodes, etc. The
example data center 170 further includes an internal network
172 that may include multiple networking devices (not
shown), such as switches, edge routers, and core routers, with
computing systems 175 and 182, storage systems 160, and the
DPESSM module 180 connected to the internal network 172.

The illustrated DPESSM module 180 performs at least
some of the described techniques in order to manage distrib-
uted execution of programs using the computing systems 175
and 182, and to optionally persistently store at least some
program execution results on storage systems 160. For
example, the DPESSM module 180 may provide a GUI or
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other functionality that enables remote users to configure
distributed program execution and/or to track and optionally
modify ongoing distributed program execution, such as for
users (not shown) of computing systems 190 or 192 or at one
of the other data centers 198. When a particular computing
node or system is selected to execute one or more execution
jobs of a program, the DPESSM module 180 may in some
embodiments initiate execution of the execution jobs by inter-
acting with a VM manager module or other manager module
that controls execution of programs for that selected comput-
ing node/system, or may alternatively directly execute the
execution jobs on the selected computing node/system. In
addition, some of the computing systems 190 or 192 or at one
of the other data centers 198 may be used to provide one or
more network-accessible remote storage services (not
shown) that are accessible by the DPE service and used to
persistently store at least some intermediate results or other
information.

It will be appreciated that the data center of FIG. 1B is
provided for illustrative purposes only, and that an embodi-
ment of a DPE service and other software execution services
may be provided in other manners in other embodiments. For
example, DPESSM module 180 may instead be provided
using one or more other computing systems external to the
data center 170, such as computing systems 190, 192 or at a
data center 198. In addition, in at least some embodiments,
the programs for which distributed execution is provided may
include executable software images, such as virtual machine
images that are bootable or otherwise loadable on one or more
virtual machine computing nodes, and that each may include
operating system software, software for one or more applica-
tion programs, and/or configuration information, etc. At least
some such programs may be stored by the DPE service and/or
by users on the storage systems 160 and/or using a remote
storage service, and if so are retrieved by or supplied to the
DPE service when they are to be executed on behalf of a user
or as otherwise initiated. Furthermore, while only a limited
number of devices are illustrated in this example, it will be
appreciated that in a typical arrangement, data center 170 may
include hundreds or thousands of host computing systems
such as those illustrated here, organized into a large number
of distinct physical networks with a large number of network-
ing devices (e.g., in a hierarchical manner).

As previously noted, FIGS. 2A-2C illustrate examples of
GUI screens and associated user-selectable controls that may
be displayed to users by some embodiments of a DPE service
to enable the users to specify configuration information for
use in distributed execution of indicated programs and/or to
track and optionally modify ongoing distributed program
execution.

In particular, FIG. 2A illustrates a first group of informa-
tion that may be displayed to a user as part of one or more
screens of a provided GUI of the DPE service (e.g., as part of
one or more Web pages), such as to enable the user to con-
figure and initiate distributed execution of an indicated pro-
gram. In this example, the displayed information includes
instructions 201, and a section 202 in which the user may
specify various types of configuration information related to
an indicated program whose distributed execution is to be
initiated. The types of configuration information in this
example include a display name 202a (e.g., for later use when
displaying status information to the user regarding the ongo-
ing execution of the program, such as is illustrated with
respect to FIG. 2B), and various information 2025 regarding
input and output data for the program execution. In this
example, the user may specity a network-accessible location
at which the input data is stored (e.g., in a remote network
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storage service) for retrieval and use by the DPE service,
although in other embodiments access to the input data may
be specified in other manners (e.g., by having the user enter
additional information for use in accessing the input data
from the indicated location, such as a password, additional
location or structure information for the indicated location,
etc.; by providing a mechanism for the user to interactively
upload or otherwise enter the input data; etc.). Furthermore,
in the illustrated example, the user may specify an optional
decryption key that the DPE service may use to decrypt stored
input data that is encrypted, or may otherwise specify infor-
mation for use by the DPE service in accessing and using
encrypted or otherwise protected information. In a similar
manner, the user may specify a network-accessible location in
section 2025 at which output data generated by the program
execution is to be stored, whether the same as or different
from the location of the input data, and may further specify an
optional encryption key that the DPE service is to use to
encrypt the output data before storage. In other embodiments,
the handling of the output data by the DPE service may be
specified in other manners, such as to display or otherwise
provide the generated output data to the user without storage,
to programmatically send the output data to an executing
program of the user, etc.

In addition to the configuration information 202a and
202b, the illustrated example GUI screen includes a section
202¢ via which the user may indicate the program to be
executed, and optionally provide information related to the
type of the program. In particular, the DPE service may pro-
vide information about multiple predetermined types of pro-
grams in some embodiments, such as to correspond in this
example to programs that the DPE service makes available for
use by users, and the user may select one of those predeter-
mined program types to use via a dropdown list control. If the
user selects such a predetermined program type for a program
that is made available by the DPE service, the selection indi-
cates the program that will be used for the distributed execu-
tion in the manner configured by the user. The particular
predetermined types of programs may be identified in various
ways in various embodiments, such as by being specified by
an operator of the DPE service (e.g., by configuring the DPE
service to make programs of those types available), by being
identified during operation of the DPE service (e.g., based on
program types that are explicitly specified by users or on
types of programs that are uploaded and used by the users),
etc. Furthermore, in the illustrated example, the predeter-
mined program types each have an associated predefined
execution template that includes a preferred group of configu-
ration parameters for that type of program, such as may be
previously specified by a human operator of the DPE service
and/or automatically determined by the DPE service (e.g.,
based on heuristics and/or data from monitoring previous
execution of that type of program), may be previously iden-
tified by one or more users, etc. In other embodiments, some
or all of the predetermined types of programs may be of other
types (e.g., common types of programs provided by users),
and a non-exclusive list of examples of program types
includes the following: Web indexing and other indexing of
documents or other information; data mining; log file analysis
and the analysis of other types of information; machine learn-
ing (e.g., on Monte Carlo simulations or other random data
sampling); scientific simulation (e.g., to identify genome
pairs); conversion of data from one format to another; data
warehouse queries or other queries of large datasets; etc. In
other embodiments, the DPE service may not allow users to
upload custom programs and/or may not provide particular
programs that are available for users to use. Alternatively, if
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the user specifies a custom program or the DPE service does
not maintain information about multiple types of predeter-
mined programs, other information about the program type
may be obtained in other manners in at least some embodi-
ments, such as by displaying additional fields (not shown) via
which the user may specify other information about the pro-
gram and its type (e.g., a particular execution methodology
used for the program, a type of language and/or runtime
environment used by the program, etc.), and/or by the DPE
service doing an automated analysis of the custom program
(e.g., a similarity comparison to other programs with known
program types) in an attempt to determine information about
the program type.

The illustrated example GUI screen further includes a sec-
tion 202d via which various execution configuration param-
eters may be specified by the user. In this example, the user
indicated in section 202¢ to select one of the predetermined
program types (although a particular selected predetermined
program type is not shown), which has an associated pre-
defined group of execution configuration parameters that are
recommended for use with the selected program. Accord-
ingly, the user man select in section 2024 in this example to
use those recommended parameters, or may instead specify
some or all other configuration parameters using other input
fields of section 202d. For example, the user may in this
example indicate one of multiple predefined computing node
types made available by the DPE service and a quantity of
those multiple computing nodes to use. Furthermore, in this
example the user may optionally indicate a degree of replica-
tion for the DPE service regarding how many copies (if any)
to maintain of intermediate data during program execution,
and in other embodiments may specify a variety of other types
of configuration parameters (e.g., memory allocation to be
used for particular programs, a debugging loglevel, etc.), as
discussed in greater detail elsewhere. While not illustrated in
this example, recommended execution configuration param-
eter information for the selected program may also be used in
other manners in some embodiments, such as to display a
warning to a user if the user has selected execution configu-
ration parameters that differ from the recommended param-
eters (e.g., if the user has selected more or less computing
resources than appear to be needed to complete the program
execution in an optimal or desired manner), to display to the
user as default values for the various execution configuration
parameters (which the user may optionally opt to use or to
modify), etc. The example user interface may in some
embodiments further be configured to provide other types of
error messages or other information in other situations, such
as based on particular entries for particular user-specifiable
fields.

After the various user-specified configuration information
has been entered, the user in this example submits the infor-
mation to the DPE service to initiate the distributed execution
of the indicated program by clicking on the user-selectable
“Initiate Program Execution” control 203, or alternatively
uses the user-selectable “Cancel” control 204 to cancel the
initiation of the program execution. The DPE service will
attempt to begin distributed program execution substantially
immediately in this example, in accordance with the specified
execution configuration parameters and other specified con-
figuration information, or otherwise as soon as sufficient
computing resources are available based on the specified
configuration information. The DPE service may further
determine that the initiated program execution fails if suffi-
cient computing resources for the configuration are not avail-
able within a specified period of time, and if so may provide
a corresponding error or other information to the user via the
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GUI In other embodiments, the user may further specify
other information to indicate a delayed execution or other
scheduled execution at an indicated time, as well as specify
various other types of information (e.g., a maximum or
desired time of program execution completion, a maximum
or desired cost related to program execution completion,
etc.), and if so the DPE service will similarly use that infor-
mation in an appropriate manner.

FIG. 2B illustrates a second group of information 285 that
may be displayed to a user as part of one or more other screens
of'a provided GUI (e.g., as part of one or more Web pages) of
the DPE service, such as to enable the user to track and
optionally modify ongoing distributed execution of one or
more program associated with the user. In this example, the
displayed information includes a section 290 that provides
various status information for various programs associated
with the user (in this example, User YYY), and FIG. 2C
provides additional status details regarding one of the pro-
grams that is selected by the user. In addition, the information
285 includes various user-selectable controls 220 in this
example that the user may use to modify ongoing distributed
execution of the programs or perform other indicated actions.
In particular, in this example, the user may use the “Suspend”
control 220c¢ to temporarily suspend the ongoing in-progress
execution of a selected program, and the “Terminate” control
220d to permanently terminate the ongoing in-progress
execution of a selected program, and in some embodiments
may further use a “Resume” control (not shown) to resume
the execution of a selected suspended program, whether
immediately or at an indicated future time. Other displayed
controls in this example allow the user to specify changed
configuration parameters or other configuration information
for the ongoing execution of a program via control 220a (e.g.,
by displaying one or more other Ul screens, not shown, to
gather that configuration information, such as in a manner
similar to that of FIG. 2A), such that the DPE service will
modify the ongoing distributed program execution in accor-
dance with the changed configuration information; to specify
via control 220g for the DPE service to modify the ongoing
distributed program execution in accordance with configura-
tion information recommended by the DPE service (e.g., in
accordance with previously specified high-level execution
criteria from the user, such as may be determined at a previous
time when the high-level execution criteria was specified or
instead dynamically at a time of the section of control 220g;
based on a type of the program; based on information about
the distributed execution of the program that has already
occurred, such as may be gathered based on monitoring
activities of the DPE service; etc.); to perform a search among
DPE service information (e.g., among the programs whose
status information is shown in section 290, among all prede-
termined program types, etc.) via controls 220e and 220f; and
to initiate execution of a new program by duplicating at least
some of the specified configuration information of a selected
program via control 2205. Furthermore, while not illustrated
in this example, in other embodiments other types of controls
may be provided, such as to enable the user to initiate execu-
tion of a new program in other manners (e.g., to display the
GUI screen previously illustrated with respect to FIG. 2A), to
modify ongoing program execution in other manners (e.g., to
specify one or more high-level execution criteria for which
the DPE service will automatically determine appropriate
execution configuration parameters), etc. It will be appreci-
ated that other types of controls may be displayed in other
embodiments, and that controls may be displayed and used in
various manners in various embodiments.
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In this example, the status information 290 includes infor-
mation about 7 programs associated with the current user,
with the information for each program including the follow-
ing: aname 215q; an overall program status 2155 (e.g., “com-
pleted”, “suspended”, “in progress”, “queued” for execution,
“terminated”, “completed (errors)”, etc.); a start time 215¢
(which may be an approximate future start time for a queued
program whose execution has not yet started, and which may
have multiple entries if the program execution has been sus-
pended and resumed at least once); an elapsed amount of
actual execution time 215d; a total estimated amount of
execution time 215¢ until completion (which is not shown for
programs whose execution is completed, since the elapsed
execution time for those programs reflects the total execution
time); and optionally one or more other types of status infor-
mation 215g (e.g., an indication of a percentage completion
of the program execution; an indication of the completion or
current execution of one or more phases or stages for a multi-
phase or multi-stage application execution, respectively;
etc.). It will be appreciated that a variety of other types of
status information may be displayed in other embodiments,
including information about fees that have already been
incurred in executing a particular program, estimated total
fees for completing the execution of a particular program etc.
In this example, the name of each program may also be a
selectable link that the user may use to obtain additional status
information specific to that program, with FIG. 2C illustrat-
ing an example of additional status information for example
Program X based on user selection of link 280 of FIG. 2B,
although in other embodiments particular programs may be
selected in other manners.

FIG. 2C illustrates status information 210 that is specific to
Program X, such as whose display may be initiated based on
selection of link 280 of FIG. 2B. The status information 210
may be displayed in various manners, such as part of the same
one or more GUI screens that are displayed with respect to
FIG. 2B, or instead as part of one or more other GUI screens.
While not illustrated, various user-selectable controls may
further be displayed with the status information 210, such as
controls similar to those of controls 220 of FIG. 2B. In this
example, the status information 210 includes various execu-
tion state information regarding the distributed execution of
Program X, such as to track the status of execution of execu-
tion jobs on the multiple computing nodes used for the dis-
tributed execution. In particular, in this example, each line or
entry in the information 210 corresponds to the performance
of a particular operation for a particular execution job on a
particular computing node, with information being tracked
that in this example includes an identification 210a of the
computing node, of the execution job 2105, of the operation
210c, of the status of performance 210f of the operation, of
input data 2104 to be used by the operation, of output data
210e to be produced by the performance of the operation, and
optionally of various other information 210g. Such other
status information may include, for example, information
about dependencies or other inter-relationships between
operations (e.g., operation B cannot be executed until after
operation A is completed, operations C and D are to be
executed simultaneously, etc.), information about expected
completion of performance of an operation being performed
(e.g., an expected completion time, an expected amount of
time until completion, a percentage completion of an opera-
tion, a percentage of the operation that remains to be per-
formed, etc.), information about expected initiation of perfor-
mance of operations that are not yet being performed, etc.
Various other types of information may similarly be dis-
played for Program X, such as information about one or more
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master nodes that control execution of the execution jobs on
the various multiple computing nodes and that store various
status information for the distributed execution, a graphical
depiction of some or all of the various multiple computing
nodes, etc.

In this example, the multiple computing nodes include, for
example, Node A, and the execution of an example execution
job J-A has been initiated on that computing node. In this
example, execution job J-A includes operations to be per-
formed that include at least example operations A01, A02,
A03, and A04, and the first four entries in the status informa-
tion 210 correspond to these operations for this execution job
and computing node. In this example, operation AO1 has
already been completed, and during its performance it used
input data D-A01 and produced output data D-A11. Opera-
tion A0O3 uses that output data D-A11 as input data, and is in
progress of being performed to produce output data D-A21,
but that output data has not yet been completed. Similarly,
operation A02 is in progress and is using input data D-A02 to
eventually produce output data D-A12. Because operation
A04 uses that output data D-A12 as input data, operation AO4
is queued and ready to be executed when its input data and
Node A are available to perform it, but the performance of
operation A04 has not yet begun. Similar status information is
illustrated for other computing nodes, execution jobs and
operations.

While not illustrated in this example, in some embodi-
ments and situations, different users or other entities may be
involved in different parts of the distributed execution of a
program, such as to have a first user initiate distributed execu-
tion of a program, a second user initiate a first suspension of
execution of that program, a third user initiate a first resumed
execution of that program, etc. Such two or more different
users may, for example, represent a single entity, not represent
the same entity but be affiliated in one or more other manners
(e.g., based on working together), have authorization that has
been granted to perform specified actions for other users, etc.

It will be appreciated that the information in the examples
of FIGS. 2A-2C has been provided for illustrative purposes
only, and various details have been shown in an abstract
manner or not illustrated for the sake of understanding. Fur-
thermore, it will be appreciated that while only a limited
number of computing nodes and execution jobs have been
illustrated in FIG. 2C, in actual embodiments the actual quan-
tities may be much larger, such as to include hundreds or
thousands or millions of computing nodes and/or execution
jobs.

As previously noted, the DPE service may provide various
functionality to perform distributed execution of programs
for users. For example, after program execution is requested
orotherwise initiated, whether by a user or in another manner,
that program execution may be separated into multiple execu-
tion jobs for parallel or other distributed execution in various
manners in various embodiments. For example, as previously
noted, the program may be designed to be separable in a
defined manner into distinct execution jobs (e.g., to support
task-level parallelism), and if so a user may indicate how to
generate multiple execution jobs and/or the DPE service may
automatically generate the multiple execution jobs. Further-
more, some types of programs may perform various opera-
tions on each of'a number of pieces of input data, and in such
situations, data parallelism techniques may be used to sepa-
rate the group of input data for use in the program execution
into multiple subsets that are each supplied to a distinct
execution job (e.g., with each execution job performing some
or all of the same operations on the input data subset used for
that execution job). As one simple example, a particular pro-
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gram execution may include searching a large number of Web
pages for two particular terms (or alternatively indexing the
Web pages for use in later searches), and the program execu-
tion could be separated into a large number of execution jobs
that execute simultaneously in parallel to each search (or
index) a distinct subset of the Web pages (e.g., a single Web
page, or a small number of the Web pages) for one or both of
the terms. Non-exclusive examples of types of programs that
may be separated into multiple execution jobs (e.g., to sup-
port task parallelism and/or data parallelism) include the
MapReduce program for processing and generating large
data sets, the Hadoop program implementation of MapRe-
duce execution methodology, the Hive data warehouse infra-
structure that uses Hadoop, the Pig structured query language
for use with HDFS (“Hadoop Distributed File System”) data,
the HBase open-source distributed database, various types of
image, video and speech processing, various types of analysis
of and searching through textual data sets or other types of
input data, etc. Additional details related to the MapReduce
program are included in “MapReduce: Simplified Data Pro-
cessing on Large Clusters” by Jeffrey Dean and Sanjay Ghe-
mawat, December 2004, Proceedings of OSDI'04: Sixth
Symposium on Operating System Design and Implementa-
tion, available at the time of application filing at
labs<dot>google<dot>com<slash>
papers<slash>mapreduce-0sdiO4.pdf (where “<dot>" and
“<slash>" are replaced with corresponding characters “.” and
“/”), which is incorporated herein by reference in its entirety.

In addition, in at least some embodiments, the managing of
the distributed execution of a program may include monitor-
ing or otherwise tracking the ongoing execution of some or all
execution jobs for the program, such as to determine when
particular execution jobs begin execution and complete
execution. Such tracking of the execution of execution jobs
may provide various benefits, such as to determine when to
later initiate execution of other execution jobs (e.g., if the
output data generated by a first execution job is at least some
of the input data for a second execution job, so as to assist in
determining when to execute the second execution job), and/
or to determine when all execution jobs of a program have
been completed. Furthermore, in at least some embodiments,
some or all execution jobs may each have multiple distinct
operations (which also may be referred to as “tasks™ in some
situations) that are to be performed, such as in a sequential
and/or parallel manner, and the monitoring or other tracking
of the ongoing execution of such execution jobs may further
include determining information about the status of the par-
tial performance of some or all such operations, such as to
reflect intermediate data that is generated by completed per-
formance of some such operations. Such tracking of the per-
formance of particular operations for an execution job may
further provide various benefits, such as to enable the ongoing
intermediate execution and data state from the partial execu-
tion of the execution job to be tracked and used, as described
in greater detail below. The monitoring or other tracking may
be performed in various manners, such as by using a system
manager module to initiate execution of execution jobs on
particular computing nodes, and to subsequently obtain status
information from the computing nodes (e.g., by the system
manager module pulling status information from the comput-
ing nodes, such as by periodically requesting status informa-
tion from each computing node, and/or by the computing
nodes pushing status information to the system manager
module, such as periodically or when particular events
occur).

When executing an execution job for a program on a com-
puting node, various information related to the execution may

25

35

40

45

55

65

16

be stored in various manners. For example, when the execu-
tion is initiated, the input data to be used by the execution job
may be locally stored on the computing node (e.g., on a local
hard disk or other local storage device) to facilitate access to
that input data during execution, and any software instruc-
tions to be executed for the execution job may similarly be
locally stored on the computing node. Such information to be
locally stored may be supplied to the computing node under
control of the system manager module of the DPE service,
such as from a highly available long-term storage location for
the DPE service that is remote from the multiple computing
nodes used to execute the program (e.g., a long-term storage
location that is available from a network-accessible remote
storage service). In addition, after the execution of the execu-
tion job is completed and any output data from the execution
is generated, that output data may similarly be locally stored
on the computing node, such as temporarily until that output
data is copied back to the long-term storage location for the
DPE service for use by other execution jobs or otherwise in
generating the final output results for the execution of the
program. After the execution of the execution job of the
program is completed, the local storage on the computing
node may in some embodiments be erased or otherwise
cleared after any output data from the execution is copied
back to the DPE service’s long-term storage location, such as
in preparation for or as part of initiating execution of another
execution job on the computing node (e.g., another execution
job of a different program for a different user). In other
embodiments, the local storage on the computing node may
instead be maintained even after the execution of an execution
job is completed (e.g., until execution of the program is com-
plete).

Furthermore, in at least some embodiments, various inter-
mediate output data and other intermediate results from the
partial execution of an execution job on a computing node
may be temporarily stored locally on the computing node
during the execution, such as to correspond to output data
produced by a subset of the operations of the execution job
whose performance is completed, and/or to correspond to
partial or incomplete output data produced by one or more
operations whose performance has been initiated but not
completed. In at least some embodiments in which a long-
term storage location of the DPE service is used, such inter-
mediate results are not stored on the DPE service’s long-term
storage location (e.g., to minimize execution delay and net-
work traffic involved in copying such intermediate results to
the DPE service’s long-term storage location), while in other
embodiments some or all such intermediate results may be
stored on the DPE service’s long-term storage location.

As one example of intermediate results, referring back to
the prior simplified example of an execution job that involves
searching through multiple Web pages for two terms, each
operation of the execution job may correspond to searching
through a single Web page for a single term, with the inter-
mediate output data from performance of such an operation
being information about any occurrences of that term in that
Web page (e.g., a cumulative number of times that the term is
located; information about each occurrence of the term in that
Web page, such as its location in the Web page; etc.). Alter-
natively, as another example, a particular execution job may
involve searching through a Web log or other transaction
record that has numerous entries (e.g., with each line in the
Web log representing an entry) for a particular term, and each
operation of the execution job may involve searching a par-
ticular input data entry for that term, with the intermediate



US 9,207,975 B2

17

output data from performance of such an operation similarly
including information about whether the input data entry
includes the term.

By storing the output data from the completed execution of
an execution job in the DPE service’s long-term storage loca-
tion, the availability of that output data may be maintained
even if a particular computing node subsequently fails or
otherwise becomes unavailable. However, if intermediate
results from partial execution of an execution job are not
stored on the DPE service’s long-term storage location, a
termination of the execution of that execution job before
completion could result in those intermediate results being
lost, such that the execution job would need to later be
executed again from the beginning (e.g., to repeat perfor-
mance of all operations of the execution job, even if some of
the operations were previously completed). Accordingly, dis-
tributed execution of a program is managed by the DPE
service in at least some embodiments in such a manner as to
store and use such intermediate results from partial execution
of an execution job that is temporarily terminated or other-
wise suspended before completion, so that a later resumption
of the execution of the execution job may resume at or near
the intermediate point of partial execution before termination.
For example, if a determination is made to terminate execu-
tion of one or more execution jobs of a program on one or
more computing nodes before the execution of those execu-
tion jobs is complete, the system manager component may
initiate the persistent storage of the intermediate results from
the partial execution of those execution jobs, such as at a
location remote from those computing nodes. When the
execution of those execution jobs is later resumed, whether on
those same computing nodes or other computing nodes, the
persistently stored intermediate results from the prior partial
executions may be retrieved and used in the resumed execu-
tion in various ways. For example, if multiple operations of a
particular terminated execution job had been completed
before the termination, the intermediate results from the per-
formance of those operations may be retrieved for the
resumed execution, and those completed operations need not
be performed again for the resumed execution.

The termination of partially completed execution jobs may
be performed for various reasons in various embodiments.
For example, in some embodiments a user who has requested
execution of a program may request that the execution of
some or all execution jobs for the program be suspended, such
as for an indicated period of time or until the user later
requests a resumption of the program suspension. In other
embodiments, the DPE service may initiate the termination of
the execution of one or more execution jobs of a program. For
example, the execution of an execution job on a first comput-
ing node may be terminated and moved to another second
computing node, such as if the first computing node is to be
shut down for maintenance, is to be used for another execu-
tion job or other program (e.g., another execution job or other
program with a higher priority), is being over-utilized, is
showing signs of possible failure, etc. In addition, in a manner
similar to that of the indicated user request, the DPE service
may determine to suspend all execution of a program for a
period of time.

In addition, as previously noted, in at least some embodi-
ments, execution of an execution job that is automatically
terminated may be automatically resumed at a later time by
the DPE service. For example, in some such cases, the DPE
service may continue to try to execute such an execution job
until completion of the requested execution, until execution is
cancelled or otherwise explicitly terminated by a user, until
occurrence of a specified time (e.g., until occurrence of an
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expiration time, until occurrence of a cumulative execution
time, etc), until occurrence of a specified number of execu-
tions, indefinitely, etc. In addition, in at least some such
embodiments, at least some execution jobs that are automati-
cally terminated may be automatically resumed on behalf of
the user at a future time when a sufficient amount of program
execution capacity again becomes available to continue the
execution.

As previously noted, various information may be locally
stored on a computing node during execution of an execution
job, and the locally stored information may be stored in
various manners. For example, in some embodiments, a dis-
tributed file system or other distributed data store may be
created on the multiple computing nodes used for distributed
execution of a program, with a particular computing node’s
locally stored data being stored in the local portion of that
distributed data store. Furthermore, if the distributed data
store for a particular embodiment includes redundant data
that allows for recovery of the data locally stored on a par-
ticular computing node that fails or otherwise becomes
unavailable, then the availability of the output data from the
execution of an execution job may be maintained in many
situations for that embodiment even without the use of sepa-
rate long-term storage for the DPE service. In other embodi-
ments, some or all information may be stored in other man-
ners, such as by not using a long-term storage location of the
DPE service (e.g., by maintaining locally stored data on com-
puting nodes until all execution for the program is completed)
and/or by not using local storage on the computing nodes
selected to assist in the distributed execution of a program
(e.g., by storing any information that is not loaded in volatile
memory on the computing node at a remote location, such as
the DPE service’s long-term storage location).

In addition, when intermediate results of partial execution
on a computing node are persistently stored remotely from
the computing node, the intermediate results may be stored in
various manners. In some embodiments in which the DPE
service uses a long-term storage location, the intermediate
results may be stored in the DPE service’s long-term storage
location along with other completed results of execution jobs
that have been completed. Alternatively, in some embodi-
ments, the intermediate results for a particular computing
node may be stored together, but in a manner distinct from the
intermediate and/or completed results of other computing
nodes. For example, in some embodiments, a remote logical
storage volume may be created to mirror some or all of a local
hard disk or other block data storage device for the computing
node that was used to store the intermediate results, including
a local portion of a distributed file system or other distributed
data store. When the partial execution of the execution job for
the computing node is later resumed, such a remote logical
storage volume may be attached to the computing node on
which the resumed execution is to occur, such as to allow the
information in the attached logical storage volume to be cop-
ied to a physical block storage device of that computing node
for use during the resumed execution, or the attached logical
storage volume may instead be used during the resumed
execution in lieu of any physical block storage device of that
computing node. In some such embodiments in which logical
storage volumes are available for use, the logical storage
volumes may be created at the time of termination of an
execution job on a computing node, while in other embodi-
ments the logical storage volume for an execution job may be
created at the beginning of the initial execution of the execu-
tion job on a computing node and used throughout the entire
execution (e.g., in lieu of any physical block storage device of
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that computing node), even if the execution of the execution
job is terminated and resumed one or more times.

Additional details related to the operation of examples of
remote storage services that may be used to persistently store
program state information and/or other information, includ-
ing logical storage volumes, are available in U.S. patent appli-
cation Ser. No. 12/188,943, filed Aug. 8, 2008 and entitled
“Providing Executing Programs With Reliable Access To
Non-Local Block Data Storage;” and in U.S. patent applica-
tion Ser. No. 11/371,304, filed Mar. 8, 2006 and entitled
“Distributed Storage System With Web Services Client Inter-
face” and claiming priority benefit of U.S. Provisional Patent
Application No. 60/754,726 filed Dec. 29, 2005, each of
which is hereby incorporated by reference in its entirety. In
addition, additional details related to example embodiments
of executing different programs of different priorities at dif-
ferent times and to techniques for suspending and resuming
distributed execution of programs are included in U.S. patent
application Ser. No. 12/334,022, filed Dec. 12, 2008 and
entitled “Managing Use Of Program Execution Capacity,”
and in U.S. patent application Ser. No. 12/334,004, filed and
entitled “Saving Program Execution State,” each of which is
hereby incorporated by reference in its entirety. Furthermore,
additional details related to automatically monitoring and
modifying distributed program execution are included in U.S.
patent application Ser. No. 12/415,773, filed Mar. 31, 2009,
and entitled “Dynamically Monitoring And Modifying Dis-
tributed Execution Of Programs,” which is also hereby incor-
porated by reference in its entirety.

In addition, as previously discussed, the managing of dis-
tributed execution of programs may be performed in various
manners in various embodiments. For example, the determi-
nation of which computing nodes to use for execution of a
program may be made in a variety of ways, including based
on any preferences and/or requirements specified in configu-
ration information that accompanies initiation of program
execution or otherwise specified for the program and/or asso-
ciated user (e.g., at a time of registration, etc.). For example,
if criteria are determined for preferred and/or required
resources for execution of a program (e.g., memory and/or
storage; CPU type, cycles or other performance metric; net-
work capacity; platform type, etc.), the selection of appropri-
ate computing nodes to use may be based at least in part on
whether the computing nodes have sufficient resources avail-
able to satisfy those resource criteria. In at least some situa-
tions, the multiple computing nodes selected for the distrib-
uted execution of an indicated program are referred to as a
“cluster,” and the initiation of the distributed execution of the
indicated program on the cluster by the DPE service includes
some or all of the following non-exclusive actions: selecting
multiple computing nodes to be used as the cluster to perform
the distributed execution of the indicated program; identify-
ing one or more of the multiple nodes of the cluster to act as
master nodes that control the execution of the program on the
other nodes of the cluster; provisioning the multiple comput-
ing nodes of the cluster if needed to prepare them to receive
software to be executed and input data to be used; obtaining
the indicated input data to be used by the distributed execution
of the indicated program; separating the obtained input data
into multiple subsets that are each to be used on one of the
multiple computing nodes of the cluster; separating the indi-
cated program into multiple execution jobs to be executed on
the multiple computing nodes of the cluster; for each of the
multiple computing nodes, loading on the computing node
software and optionally input data to be used for the distrib-
uted execution of the indicated program (e.g., software to
execute at least one execution job for the computing node and
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a determined subset of the indicated input data to be used by
the computing node); optionally configuring the loaded soft-
ware on the various computing nodes (e.g., configuring the
software loaded on the one or more master computing nodes
to be able to use the other computing nodes of the cluster);
establishing access controls for the multiple computing nodes
of the cluster that enable the multiple computing nodes to
inter-communicate as part of the executing of the indicated
program; etc. Additional details related to executing and con-
figuring programs to execute on a program execution service
are included in pending U.S. patent application Ser. No.
11/395,463, filed Mar. 31, 2006 and entitled “Managing
Execution of Programs by Multiple Computing Systems,”
which is hereby incorporated by reference in its entirety.

In some embodiments, fees may be associated with the use
of' a DPE service, such that the DPE service may perform
distributed execution of programs on behalf of a user in
exchange for payment of one or more fees by that user. For
example, in some embodiments, fees may be charged to a user
based on an amount and/or type of distributed program execu-
tion capacity allocated for executing one or more programs on
behalf of a user, such as based on one or more of a number of
computing nodes, a number of processing units, an amount of
memory, an amount of storage, an amount of network
resources, etc., allocated for executing programs of the user.
In some embodiments, fees may be based on other factors,
such as various characteristics of the computing resources
used to execute programs, such as, for example, based on
CPU capabilities or performance, platform type (e.g., 32-bit,
64-bit, etc.), etc. Fees may also be charged on the basis of a
variety of use factors in some embodiments, such as a price
per use of the service, a price per unit of time that computing
services are used, a price per storage used, a price per data
transferred in and/or out, etc. In at least some embodiments, a
provider of a DPE service may offer one or more of various
tiers, types and/or levels of services or functionality for dis-
tributed execution of programs on behalf of multiple users,
and in some such embodiments, various fees may be associ-
ated with the various tiers, types and/or levels of services.
Additional details related to various fees associated with a
distributed program execution service are included in pend-
ing U.S. patent application Ser. No. 11/963,331, filed Dec. 21,
2007 and entitled “Providing Configurable Pricing for Execu-
tion of Software Images,” which is hereby incorporated by
reference in its entirety.

In addition, as previously noted, in at least some embodi-
ments the DPE service provides an API to enable users to
programmatically configure the distributed execution of pro-
grams and to modify ongoing distributed program execution.
The following include non-exclusive examples of functions
that may be provided as part of such an API: describe-cluster;
run-cluster; terminate-cluster; set-cluster-proxy; upload-
mapped-jar; upload-data; start-program; cancel-program;
and get-program-status, in which “cluster” refers to a group
of multiple computing nodes being used as part of the distrib-
uted execution of an indicated program, and “jar” refers to a
file containing the indicated program to be executed. Further-
more, in at least some embodiments users may be enabled to
configure a variety of characteristics for their clusters, includ-
ing, for example, a degree of replication regarding how many
copies (if any) to maintain of intermediate data during pro-
gram execution, memory allocation to be used for particular
programs (e.g., for use with a Java virtual machine), a loglevel
for which information is tracked during debugging, etc. It will
be appreciated that an AP may include other functionality
and be defined in other manners in other embodiments, and
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that the various functions of the API may each have appro-
priate variables or parameters whose values are specified as
part of invoking the function.

In addition, in at least some embodiments, the DPE service
may provide other types of functionality in at least some
situations. For example, a user may initiate the distributed
execution of a first program on a cluster of multiple nodes, but
may maintain the cluster of multiple nodes even after the
distributed execution of the first program has ended. One
reason that the user may maintain the cluster is to execute a
distinct second program on the existing cluster after the first
program has ended, such as a second program that uses the
same or similar configuration (e.g., the same type of program
but with a new input data set), or instead a second program
that uses generated results or other output data from the
execution of the first program as input data for the distributed
execution of the second program. As another example, in
some embodiments, a user may be allowed to specify input
data for use in the distributed execution of a program that is
not static, such as if the input data continues to grow or
expand while the program is executing—one example is a log
file for a Web site or data that indicates ongoing transactions,
with the distributed execution of the program analyzing each
entry in the log or transaction data, such that the new log/
transaction entries are analyzed as they are received (or later
if the processing of the log/transaction data has not yet
reached those new entries at the time of their receipt). Fur-
thermore, in some embodiments a user may specify one or
more types of limits regarding the distributed execution of a
program (e.g., an amount of execution time; a cost of execu-
tion; an amount of usage of one or more types of computing
resources, such as memory, storage, disk /O, network I/O;
etc.), with various specified types of actions that the DPE
service is to take if a specified limit is reached (e.g., to notify
the user, to suspend or terminate execution of the program, to
reduce usage of a type of resource corresponding to the limit,
etc.).

Furthermore, various other types of functionality may be
provided and used by a DPE service in various embodiments,
as discussed in greater detail elsewhere.

FIG. 3 is a block diagram illustrating an example embodi-
ment of a system suitable for performing techniques to man-
age distributed execution of programs. In particular, FIG. 3
illustrates a server computing system 300 suitable for execut-
ing an embodiment of a Distributed Program Execution Ser-
vice System Manager module, as well as various user com-
puting systems 350, computing nodes 360, and other
computing systems 380. In the illustrated embodiment, the
server computing system 300 has components that include a
CPU 305, various /O components 310, storage 320, and
memory 330. The illustrated I/O components include a dis-
play 311, a network connection 312, a computer-readable
media drive 313, and other I/O devices 315 (e.g., a keyboard,
amouse, speakers, etc.). In addition, the illustrated user com-
puting systems 350 have components similar to those of
server computing system 300, including a CPU 351, 1/0
components 352 (although particular components are not
illustrated), storage 354, and memory 357. The other com-
puting systems 380 and computing nodes 360 may also each
include similar components to some or all of the components
illustrated with respect to server computing system 300, but
such components are not illustrated in this example for the
sake of brevity.

An embodiment of a Distributed Program Execution Ser-
vice System Manager module 340 is executing in memory
330, such as under control of CPU 305, and it interacts with
computing systems 350 and 380 and computing nodes 360
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over the network 390 (e.g., via the Internet and/or the World
Wide Web, via a private cellular network, etc.). In this
example embodiment, the DPESSM module 340 includes
functionality related to managing distributed execution of
programs on computing nodes 360 by various users (not
shown) interacting with user computing systems 350, such as
in conjunction with a DPE service managed by the DPESSM
module 340. The other computing systems 350 and 380 and
computing nodes 360 may be executing various software as
part of interactions with the DPESSM module. For example,
user computing systems 350 may be executing a Web browser
358 or other software in memory 357 to interact with
DPESSM module 340, such as to interact with a User Inter-
action Manager module 342 of the DPESSM module to con-
figure and/or request execution of programs on behalf of the
users of those systems on one or more computing nodes 360
in various ways, and/or to track and optionally modify ongo-
ing distributed execution of programs. In addition, one or
more users of the user computing systems 350 may interact
with DPESSM module 340 to perform various other types of
actions, as discussed in greater detail elsewhere.

Various information related to the operation of the
DPESSM module 340 may be stored in storage 320, such as
information 322 related to the computing nodes used to
execute particular programs, information 328 about users of
the distributed program execution service, information 324
that includes information about program execution (e.g., final
execution results from program execution that has been com-
pleted, status information about the intermediate state of par-
tial execution of various programs, etc.), and user-specified
and other configuration information 326 used to configure
distributed execution of programs (e.g., specified execution
configuration parameters). In addition, various intermediate
state information and other information may be persistently
stored in various manners, as discussed in greater detail else-
where, including on storage 320 of server computing system
300, on other computing systems 380, or on other computing
nodes/systems or storage nodes/systems (not shown).

After the DPESSM module 340 receives requests (or other
indications) to execute one or more programs on one or more
computing nodes 360, along with specified configuration
information, the DPESSM module 340 selects the computing
nodes that will perform the distributed execution of the one or
more programs, and initiates execution of execution jobs of
those programs on those computing nodes 360. In addition,
the DPESSM module 340 may further interact with comput-
ing nodes 360 to temporarily terminate or otherwise suspend
execution of execution jobs on the computing nodes and to
resume previously terminated execution, such as in response
to user instructions. The DPESSM module 340 may also
monitor or otherwise interact with one or more of the com-
puting nodes 360 to track use of those computing nodes.
Furthermore, the Program Configuration Manager module
344 of DPESSM module 340 may use information gathered
from the monitoring of the distributed execution of various
programs to facilitate configuring the distributed execution of
other programs, such as by determining preferred execution
configuration parameters for particular predetermined types
of programs and/or by determining recommended execution
configuration parameters for particular indicated programs.
The Program Configuration Manager module 344 may fur-
ther interact with the User Interaction Manager module 342 in
some situations, such as to provide determined configuration
information, while in other embodiments such determined
configuration information may be stored by module 344 as
part of configuration information 326, and retrieved and used
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by module 342 from the stored configured information 326.
Additional details related to these operations are included
elsewhere.

The computing nodes 360 may have various forms in vari-
ous embodiments, such as to include a number of physical
computing systems and/or a number of virtual machines
executing on one or more physical computing systems. In
some embodiments, the server computing system 300 and
computing nodes 360 may be part of a data center or other
group of co-located computing systems, or may otherwise be
computing nodes of a private network. In addition, in some
embodiments, the DPESSM module 340 may interact with
one or more other computing systems 380 to initiate, suspend
or resume execution of one or more programs on those com-
puting systems, such as if the computing systems 380 are
provided by one or more third-party participants.

It will be appreciated that computing systems 300, 350 and
380 and computing nodes 360 are merely illustrative and are
not intended to limit the scope of the present invention. The
computing systems and/or nodes may instead each include
multiple interacting computing systems or devices, and the
computing systems/nodes may be connected to other devices
that are not illustrated, including through one or more net-
works such as the Internet, via the Web, or via private net-
works (e.g., mobile communication networks, etc.). More
generally, a computing node or other computing system may
comprise any combination of hardware or software that may
interact and perform the described types of functionality,
including without limitation desktop or other computers,
database servers, network storage devices and other network
devices, PDAs, cellphones, wireless phones, pagers, elec-
tronic organizers, Internet appliances, television-based sys-
tems (e.g., using set-top boxes and/or personal/digital video
recorders), and various other consumer products that include
appropriate communication capabilities. In addition, the
functionality provided by the illustrated DPESSM module
340 may in some embodiments be distributed in additional
modules. Similarly, in some embodiments some of the func-
tionality of the DPESSM module 340 may not be provided
and/or other additional functionality may be available.

It will also be appreciated that, while various items are
illustrated as being stored in memory or on storage while
being used, these items or portions of them may be transferred
between memory and other storage devices for purposes of
memory management and data integrity. Alternatively, in
other embodiments some or all of the software modules and/
or systems may execute in memory on another device and
communicate with the illustrated computing systems via
inter-computer communication. Furthermore, in some
embodiments, some or all of the systems and/or modules may
be implemented or provided in other manners, such as at least
partially in firmware and/or hardware, including, but not lim-
ited to, one or more application-specific integrated circuits
(ASICs), standard integrated circuits, controllers (e.g., by
executing appropriate instructions, and including microcon-
trollers and/or embedded controllers), field-programmable
gate arrays (FPGAs), complex programmable logic devices
(CPLDs), etc. Some or all of the modules, systems and data
structures may also be stored (e.g., as software instructions or
structured data) on a computer-readable medium, such as a
hard disk, a memory, a network, or a portable media article to
be read by an appropriate drive or via an appropriate connec-
tion. The systems, modules and data structures may also be
transmitted as generated data signals (e.g., as part of a carrier
wave or other analog or digital propagated signal) on a variety
of computer-readable transmission mediums, including wire-
less-based and wired/cable-based mediums, and may take a
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variety of forms (e.g., as part of a single or multiplexed analog
signal, or as multiple discrete digital packets or frames). Such
computer program products may also take other forms in
other embodiments. Accordingly, the present invention may
be practiced with other computer system configurations.

FIGS. 4A and 4B are a flow diagram of an example
embodiment of a Distributed Program Execution Service
System Manager routine 400. The routine may be provided
by, for example, execution of the DPESSM modules 110 and
180 of FIGS. 1A and 1B, respectively, and/or the DPESSM
module 340 of FIG. 3, such as to manage distributed execu-
tion of programs, as well as to perform other types of actions
in some situations. In this illustrated embodiment, the routine
400 manages various aspects of use of a DPE service that
performs distributed execution of programs on behalf of mul-
tiple users.

In the illustrated embodiment, the routine begins at block
405, where information related to distributed program execu-
tion is received. The routine continues to block 410 to deter-
mine the type of received information. If it is determined in
block 410 that a request is received to initiate execution of a
program, such as from a user, the routine continues to block
420 to execute an Obtain User-Specified Program Execution
Configuration Information routine. One example of such a
routine is described in greater detail with respect to FIG. 5.
After the program execution configuration information is
obtained in block 420, the routine continues to block 430 to
execute a Perform Distributed Program Execution routine.
One example of such a routine is described in greater detail
with respect to FIG. 6. While the obtaining of program execu-
tion configuration information and performing of distributed
program execution in blocks 420 and 430 are illustrated as
being performed in a synchronous manner, such that the
routine 400 does not perform other operations during those
blocks, it will be appreciated that the routine may continue to
perform other operations asynchronously and simultaneously
with the actions of blocks 420 and 430, including to monitor
and modify ongoing program execution with respect to those
blocks, as well as to perform other actions with respect to
executing other programs for other users, as described else-
where.

If'it was instead determined in block 410 that the informa-
tion received in block 405 was a request to register a program
for later use, such as from a user, the routine instead continues
to block 450 to store information about the program, along
with associated administrative information (e.g., information
about the user who submitted the program and/or about
execution of the program, such as how to separate the pro-
gram into multiple execution jobs, a type of the program,
etc.). In some embodiments, such programs may be registered
by users before they are used, such as to increase the speed of
executing the program when such a program execution
request is later received. Furthermore, in some embodiments,
such a request to register a program may include a request to
schedule later execution of the program, such as at an indi-
cated time or when one or more indicated criteria are satisfied
(e.g., when sufficient excess computing capacity of the DPE
service is available to execute the program at a low priority).

Ifitis instead determined in block 410 that the information
received in block 405 is status information related to execu-
tion of an execution job on a computing node for a program,
such as may be supplied by that computing node or execution
job (e.g., after being previously requested by the routine 400
as part of block 430), the routine continues to block 455 to
update status information that is maintained by the routine
400 regarding the intermediate state of execution of that
execution job and program. As discussed in greater detail
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elsewhere, the status information may include information
about particular operations that have been initiated, com-
pleted, or are in progress, information about input data that
has been used by the execution, information about output data
that has been generated by completion of some or all opera-
tions, information about partial intermediate data that reflects
ongoing execution of the execution job, etc.

Ifitis instead determined in block 410 that the information
received in block 405 is an indication related to moditying
execution of one or more execution jobs for one or more
programs, such as from a user who initiated that execution
and/or as previously specified by the routine 400 with respect
to block 490, the routine continues to block 460 to receive
information related to the execution modification. In block
462, the routine then determines whether the request relates to
a temporary termination or other suspension of one or more
currently executing execution jobs, or if it is instead related to
resuming execution of a previously suspended execution job.
If the latter, the routine continues to block 475 to initiate the
resumption of execution of a previously suspended execution
job on a computing node, such as by using previously stored
state information about the intermediate results from the pre-
vious partial execution of the execution job, or instead sched-
ules a later such resumption of the execution job if so indi-
cated in the information received in block 460.

Otherwise, if there are one or more currently executing
execution jobs to be temporarily terminated, the routine con-
tinues from block 462 to block 464 to select the next such
execution job, beginning with the first. In block 466, the
routine then obtains information about the current intermedi-
ate state of the partial execution of the operations being per-
formed for the execution job and about the current data state
for the execution job, and in block 468 initiates the storage of
the intermediate state information on one or more storage
volumes remote from the computing node that will persis-
tently store the information for later use. In other embodi-
ments, such as if the computing node includes management
software to perform such intermediate state storage actions or
if the execution job itself is configured to save its own inter-
mediate state when instructed, the routine 400 may instead in
block 466 and 468 send a message to the computing node
and/or execution job to initiate such storage and then shut
down. Furthermore, previously saved status information
about the execution job may in some situations be used in
blocks 466 and 468, such as to determine what intermediate
state information is be stored, and any new information
obtained in block 466 (e.g., by communicating with the com-
puting node and/or execution job) may be used to update the
status information for that execution job. The routine then
continues to block 470 to determine if there are more execu-
tion jobs to be terminated, and if so returns to block 464. As
previously discussed, in some embodiments the temporary
termination may include temporarily terminating all execu-
tion jobs currently being executed for a program, such as to
temporarily suspend execution of the program.

If it is instead determined in block 470 that there are no
more execution jobs to terminate, the routine in block 472
updates status information regarding the intermediate state of
the terminated execution jobs, and optionally schedules a
later resumption of the execution of some or all of the execu-
tion jobs from the stored intermediate state. For example, in
situations in which one or more execution jobs are being
moved from a first group or one or more computing nodes to
a second group or one or more other computing nodes, the
later scheduled resumption of the execution of those execu-
tion jobs may occur in a substantially immediate manner,
such that a user may be unaware of the termination and
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resumption of execution or of the movement of the execution
job between computing nodes. In addition, the scheduling of
the later resumption may include initiating a new request to be
received in block 405 at the time of the later resumption that
will prompt the previously discussed resumption activities
with respect to block 475 for those execution jobs.

If it instead determined in block 410 that the type of infor-
mation received in block 405 is another type of request, the
routine continues instead to block 480 to perform the other
indicated request as appropriate. Such other requests may
include, for example, administrative operations with respect
to users, such as users registering with the DPE service, users
checking account information or other information of the
DPE service, users tracking ongoing execution of their pro-
grams (e.g., by receiving some or all information about the
intermediate state or other status of one or more of the execu-
tion jobs for the program), users providing payment with
respect to currently or previously requested program execu-
tions or other provided functionality, etc.

After blocks 430, 450, 455, 472, 475, or 480, the routine
continues to block 490 to optionally perform one or more
other tasks. Such other tasks may include, for example, one or
more of the following: the DPE service automatically moni-
toring the execution of various programs, such as by sending
requests for status information to computing nodes (e.g.,
periodically, when indicated criteria are satisfied, etc.); auto-
matically determining to temporarily terminate execution of
execution jobs and/or to resume previously terminated execu-
tion of execution jobs in various circumstances, such as at
scheduled times, to accommodate moving execution jobs
between computing nodes, to maintain requested QoS levels
for execution of a program (e.g., by maintaining execution of
execution jobs within a maximum proximity to each other
and/or to input data being used by the execution jobs, by
maintaining a minimum proximity of execution to each other
to enhance availability and reliability in the event of failure of
multiple computing nodes in a single geographical location,
etc.), to manage under-utilization and over-utilization of
computing nodes, etc. After block 490, the routine continues
to block 495 to determine whether to continue, such as until
an explicit indication to terminate is received (e.g., from an
operator of the DPE service). If it is determined to continue,
the routine returns to block 405, and if not continues to block
499 and ends.

FIG. 5 is a flow diagram of an example embodiment of an
Obtain User-Specified Program Execution Configuration
Information routine 500. The routine may be provided by, for
example, execution of the User Interaction Manager module
342 of the DPESSM module 340 of FIG. 3, or otherwise by
the DPESSM modules 110 and 180 of FIGS. 1A and 1B,
respectively, and may be initiated by block 420 of FIG. 4. The
routine 500 interacts with users to determine configuration
information to be used to execute indicated programs in a
distributed manner on multiple computing nodes, including
to determine various execution configuration parameters.

The routine begins in block 505, where an indication is
received on behalf of a user regarding configuration informa-
tion to be specified by the user regarding distributed execution
of an indicated program. If it is determined in block 505 that
the received indication is received via an API of the DPE
service, the routine continues to block 510 to obtain and
stored program execution configuration information via one
or more API function calls, and to optionally store and aggre-
gate such information over multiple API function calls. After
the various program execution configuration information has
been obtained, and an instruction is received via the API to
initiate distributed execution of the indicated program in
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accordance with the specified configuration information, the
routine in block 510 continues to block 599 and returns,
including providing an indication of that specified configu-
ration information and initiation instruction.

If it is instead determined in block 505 that the received
indication is not received via an API, such as via a user
interaction with a previously provided GUI of the DPE ser-
vice or instead via a user request to obtain access to such a
GUI, the routine continues instead to block 515 to provide (or
update as appropriate) a GUI of the DPE service for display to
the user, with the initial GUI screen(s) being configured to
obtain information about an indicated program to execute and
about various program execution configuration information.
In block 520, the routine then receives information from one
or more interactions of the user with the displayed GUI that
indicates the program to be executed and optionally various
other user-specified configuration information.

The routine then continues to block 525 to determine rec-
ommended execution configuration parameters for distrib-
uted execution of the indicated program, such as based at least
in part on a type of the indicated program, and to provide an
update to the displayed GUI to display information about the
recommended execution configuration parameters. As
described in greater detail elsewhere, the information about
the recommended execution configuration parameters may
be used in various manners and times in various embodi-
ments, including for display to the user (e.g., for use as modi-
fiable default values for the execution configuration param-
eters, for use in providing a warning about other user-
specified execution configuration parameters, etc.). In
addition, the determining of the recommended execution con-
figuration parameters may be performed in various manners
in various embodiments, such as by requesting the Program
Configuration Manager module 344 of FIG. 3 to dynamically
generate and provide such information, by retrieving and
using stored information that was previously generated by the
module 344 (e.g., as part of a preferred execution configura-
tion parameters for a predefined template for the program
type of the indicated program), etc.

In block 530, the routine then receives an indication of the
selected execution configuration parameters for use in the
distributed execution of the indicated program, and option-
ally receives indications of additional execution configura-
tion information in block 535 (e.g., indications of input data
to use for the distributed execution). The information received
in blocks 530 and 535 may be based on one or more interac-
tions of the user with the displayed GU], such as to confirm to
use some or all of the recommended execution configuration
parameters, to use some or all execution configuration param-
eters as manually input by the user, etc. In addition, in will be
appreciated that interactions with users via the GUI in blocks
515-540 may occur in various orders and across varying
amounts of time, depending at least in part on choices that
users make with respect to their interactions. After the various
configuration information has been provided, the routine
receives instructions from the user in block 540 to initiate the
distributed execution of the indicated program in accordance
with the specified configuration information, and continues to
block 599 and returns, including providing an indication of
that specified configuration information and initiation
instruction.

While not illustrated here, it will be appreciated that in
some embodiments a user may begin the interactions
described with respect to FIG. 5, and then decide to explicitly
cancel the interactions or otherwise fails to complete the
interactions. In such situations, the routine may exit without
providing an indication of the program execution initiation
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instruction (and optionally without any configuration infor-
mation specified by the user before the cancellation/comple-
tion failure), and the routine 400 in FIG. 4 may instead deter-
mine to skip block 430 due to the lack of the program
execution initiation instruction.

FIG. 6 is a flow diagram of an example embodiment of a
Perform Distributed Program Execution routine 600. The
routine may be provided by, for example, execution of the
DPESSM modules 110 and 180 of FIGS. 1A and 1B, respec-
tively, and/or the DPESSM module 340 of FIG. 3, and may be
initiated by block 430 of FIG. 4. The routine 600 performs
operations to execute indicated programs in a distributed
manner on multiple computing nodes in accordance with
specified configuration information.

The routine begins in block 610, where it receives program
execution configuration information for use in executing an
indicated program, such as from the output of routine 500 of
FIG. 5. After block 610, the routine continues to block 615 to
determine a quantity of computing nodes to be used for the
program execution, such as is specified in the received execu-
tion configuration information, or otherwise automatically
determined (e.g., based on preferred or default configuration
information, a number of computing nodes that are currently
available from the DPE service, anumber of computing nodes
to correspond to a number of execution jobs into which the
program execution will be separated, an amount of fees paid
by a user on whose behalf the request is made, etc.). In block
620, the routine separates the program execution and any
received input data into multiple execution jobs that each
involves one or more operations to be performed. The actions
in blocks 615 and 620 may be performed in various manners
in various embodiments, as discussed in greater detail else-
where. For example, the program execution separation may
be performed in a manner specified in the program execution
configuration information, in an automated manner based at
least in part on the design of the program, etc. After block 620,
the routine continues to block 625 to select the determined
quantity of computing nodes for use in distributed execution
of'the program, and in block 630 initiates the execution of at
least some of the execution jobs on the selected nodes. As
discussed in greater detail elsewhere, in some embodiments a
user may specify a variety of other types of information, such
as may be received as part of the configuration information
received in block 610 and used as part of the actions in blocks
615-630.

After block 630, the routine waits in block 635 for execu-
tion jobs to complete and to optionally provide corresponding
output data, such as may be used as input data to other execu-
tion jobs and/or may be used as part or all of the final results
for the execution of the program. In some embodiments, the
computing nodes may supply such output information back to
the routine 400, such as for storage in a long-term storage
location of the DPE service, while in other embodiments the
output results may instead be stored on the computing nodes,
and/or stored by the computing nodes on one or more long-
term storage locations remote from the computing nodes. In
the illustrated embodiment, blocks 630-645 are illustrated as
being performed in a synchronous manner in which the rou-
tine 600 waits for execution jobs to complete before perform-
ing other actions. It will be appreciated that in other embodi-
ments the routine 600 may operate in other manners, such as
in an asynchronous manner to perform other actions with
respect to executing the current program and/or to executing
other programs for other users. In addition, it will be appre-
ciated that in some situations errors may occur that cause one
or more execution jobs to fail to complete, such as due to
problems with the computing node on which the execution
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job is being performed, due to a network connection with the
computing node, due to an error in the software correspond-
ing to performing the execution job, due to problems with
input data to be used for the performance of the execution job,
etc. In such situations, the routine may take various actions to
correct the errors (e.g., by transferring the execution job to
another computing node), but if an irreversible error occurs,
the routine may terminate the further distributed execution of
the program or may instead attempt to complete as much of
the distributed execution of the program as possible and pro-
vide incomplete final results along with an indication that the
program executed is completed with errors.

In the illustrated example routine 600, after one or more
execution jobs are determined in block 635 to be completed,
the routine continues to block 640 to determine whether there
are more execution jobs to be executed and/or to be com-
pleted. If so, the routine continues to block 645 to optionally
initiate execution of one or more remaining execution jobs on
the available computing nodes, such as if those remaining
execution jobs were waiting for output data from one or more
of'the completed execution jobs, or if instead there are more
execution jobs than computing nodes and the newly available
computing nodes from the completion of the other execution
jobs performance are now used to execute remaining execu-
tion jobs. After block 645, the routine returns to block 635 to
wait for completion of other execution jobs.

If it is instead determined in block 640 that all of the
execution jobs have completed, the routine continues to block
685 to produce final execution results for the program, and to
optionally store those final results and/or provide them to the
user. The final execution results may be generated or other-
wise produced in various manners in various embodiments,
such as by combining output results from multiple execution
jobs in various ways, selecting the output results from a single
execution job to use, etc. After block 685, the routine contin-
ues to block 699 and returns.

FIG. 7 is a flow diagram of an example of a Computing
Node Manager routine 700. The routine may be provided by,
for example, execution of module 179 of FIG. 1B, or of other
management software executing on computing nodes 120 of
FIG. 1A, computing systems 182 of FIG. 1B, computing
nodes 360 of FIG. 3, etc. In the illustrated embodiment, the
management software on a computing node manages some
aspects of the execution of execution jobs on the computing
node, while in other embodiments some or all of the func-
tionality described with respect to FIG. 7 may instead be
performed by the System Manager routine 400 of FIGS. 4A
and 4B, or instead by an execution job that is being executed
on the computing node.

In the illustrated embodiment, the routine begins at block
705, where an indication is received related to the execution
of one or more execution jobs on the computing node. The
routine continues to block 710 to determine whether the indi-
cation is to initiate execution of an indicated execution job. If
so, the routine determines the multiple operations to be per-
formed for the execution job (e.g., based on the information
received about the execution job in block 705 or that is oth-
erwise retrieved from an external source), and continues to
block 715 to select the next operation to be performed, begin-
ning with the first. Blocks 715-740 are illustrated in this
example embodiment as being performed in a serial manner,
such that each operation is individually performed in a syn-
chronous manner before the next operation is initiated,
although it will be appreciated that in other embodiments the
operations may be performed in other manners, such as to
execute some or all of the operations in parallel and/or in an
asynchronous manner.
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After block 715, the routine continues to block 720 to send
a status message to the routine 400 indicating that the execu-
tion of the selected operation has begun, and in block 725
initiates the performance of the operation. In block 730, the
routine waits for the completion of the performance of the
operation, and optionally locally stores any intermediate
results produced by the operation performance. In block 735,
the routine then sends another status message to the routine
400 indicating that the performance of the operation is com-
pleted. In block 740, the routine then determines whether
there are more operations to be performed, and if so returns to
block 715.

If was instead determined in block 710 that the received
indication in block 705 was not to execute an execution job,
the routine continues instead to block 785 to perform one or
more other indicated operations as appropriate. For example,
the information received in block 705 may be a request for
status information from the routine 400, and if so block 785
may obtain and provide that status information to the routine
400. Alternatively, the information in block 705 may be an
indication to terminate execution ofthe execution job, and the
actions performed in block 785 may include corresponding
actions (e.g., to clear intermediate state information that was
temporarily stored on the computing node, such as after that
information has been persistently stored elsewhere). In addi-
tion, actions performed with respect to block 785 may include
a request from the routine 400 to initiate such persistent
storage of intermediate state from partial execution of opera-
tions for a currently executing execution job, and if so the
actions in block 785 may include performing such actions
(whether immediately or instead after a short time to allow
completion of performance of one or more operations). Fur-
thermore, in some embodiments and situations, different
execution jobs may coordinate in various manners, such as by
exchanging information of interest, and the information in
block 705 may be such information from another execution
job of the program or a request from such other execution job
for information from the current execution job.

After block 785, or if it is instead determined in block 740
that there are no more operations to be performed, the routine
continues to block 790 to optionally perform one or more
other tasks, such as to coordinate with other execution jobs of
the program if appropriate, to take administrative actions as
part of executing the execution job, etc. After block 790, the
routine continues to block 795 to determine whether to con-
tinue, such as until an explicit indication to terminate is
received (e.g., from the routine 400 or from a human operator
of'the DPE service). If it is determined to continue, the routine
returns to block 705, and if not continues to block 799 and
ends.

It will be appreciated that in some embodiments the func-
tionality provided by the routines discussed above may be
provided in alternative ways, such as being split among more
routines or consolidated into fewer routines. Similarly, in
some embodiments illustrated routines may provide more or
less functionality than is described, such as when other illus-
trated routines instead lack or include such functionality
respectively, or when the amount of functionality that is pro-
vided is altered. In addition, while various operations may be
illustrated as being performed in a particular manner (e.g., in
serial or in parallel) and/or in a particular order, those skilled
in the art will appreciate that in other embodiments the opera-
tions may be performed in other orders and in other manners.
Those skilled in the art will also appreciate that the data
structures discussed above may be structured in different
manners, such as by having a single data structure split into
multiple data structures or by having multiple data structures
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consolidated into a single data structure. Similarly, in some
embodiments illustrated data structures may store more or
less information than is described, such as when other illus-
trated data structures instead lack or include such information
respectively, or when the amount or types of information that
is stored is altered.

From the foregoing it will be appreciated that, although
specific embodiments have been described herein for pur-
poses of illustration, various modifications may be made
without deviating from the spirit and scope of the invention.
Accordingly, the invention is not limited except as by the
appended claims and the elements recited therein. In addition,
while certain aspects of the invention are presented below in
certain claim forms, the inventors contemplate the various
aspects of the invention in any available claim form. For
example, while only some aspects of the invention may cur-
rently be recited as being embodied in a computer-readable
medium, other aspects may likewise be so embodied.

What is claimed is:

1. A computer-implemented method comprising:

receiving, by one or more computing systems configured to

provide a program execution service, information from a
user that indicates a program to be executed in a distrib-
uted manner on multiple computing nodes provided by
the program execution service;

determining, by the one or more configured computing

systems, a group of recommended execution configura-
tion parameters to use for executing the indicated pro-
gram, the group of recommended execution configura-
tion parameters being based at least in part on a program
type of the indicated program and on information from
monitoring prior completed execution of other pro-
grams;

providing, by the one or more configured computing sys-

tems, an indication to the user of the recommended
execution configuration parameters for executing the
indicated program; and
initiating, by the one or more configured computing sys-
tems and based at least in part on a communication from
the user indicating to use at least one of the recom-
mended execution configuration parameters, executing
of'the indicated program in the distributed manner on the
multiple computing nodes in accordance with the at least
one recommended execution configuration parameter;

wherein the executing of the indicated program in the
distributed manner includes executing multiple execu-
tion jobs on the multiple computing nodes, wherein the
received information from the user further includes
input data to use for the executing of the indicated pro-
gram, and wherein the initiating of the executing of the
indicated program includes separating the input data
into multiple subsets that each correspond to one or
more of the multiple execution jobs.

2. The computer-implemented method of claim 1 wherein
the determining of the group of recommended execution con-
figuration parameters includes determining the program type
of the indicated program.

3. The computer-implemented method of claim 1 wherein
the received information from the user further indicates the
program type of the indicated program.

4. The computer-implemented method of claim 1 wherein
the monitoring of the prior completed execution of the other
programs includes monitoring execution of multiple other
programs having the program type of the indicated program.

5. The computer-implemented method of claim 1 wherein
the monitoring of the prior completed execution of the other
programs includes determining a preferred group of execu-
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tion configuration parameters for the program type based at
least in part on the monitoring, and wherein the group of
recommended execution configuration parameters includes
the preferred group of execution configuration parameters for
the program type.

6. The computer-implemented method of claim 1 wherein
the communication from the user indicates to use all of the
recommended execution configuration parameters.

7. The computer-implemented method of claim 1 wherein
the atleast one recommended execution configuration param-
eter specifies an indicated quantity of computing nodes to use
for the executing of the indicated program.

8. The computer-implemented method of claim 1 wherein
the program execution service provides a graphical user inter-
face for use by a plurality of users of the program execution
service, and wherein at least some of the information from the
user is received via one or more interactions of the user with
the provided graphical user interface.

9. The computer-implemented method of claim 1 wherein
the indication of the recommended execution configuration
parameters is provided to the user via a graphical user inter-
face of the program execution service, and wherein the com-
munication from the user is received via one or more inter-
actions of the user with the graphical user interface.

10. A non-transitory computer-readable medium having
stored contents that configure a computing system to perform
a method comprising, the method comprising:

receiving, by the configured computing system, an indica-

tion from a user of a program to be executed in a distrib-
uted manner on multiple computing nodes provided by a
program execution service;

providing, by the configured computing system, an indica-

tion to the user of recommended execution configuration
parameters for executing the indicated program, the rec-
ommended execution configuration parameters being
based at least in part on a program type of the indicated
program and on information from monitoring prior com-
pleted execution of other programs; and

initiating, by the configured computing system and based

at least in part on an indication from the user to use at
least one of the recommended execution configuration
parameters, execution of the indicated program in the
distributed manner on the multiple computing nodes in
accordance with the at least one recommended execu-
tion configuration parameter;

wherein the initiating of the execution of the indicated

program includes separating input data for the indicated
program into multiple subsets that each correspond to
one or more of multiple execution jobs.

11. The non-transitory computer-readable medium of
claim 10 wherein the contents include software instructions
that, when executed, further configure the computing system
to automatically determine the program type of the indicated
program.

12. The non-transitory computer-readable medium of
claim 10 wherein the monitoring of the prior completed
execution of the other programs includes monitoring prior
completed execution of multiple other programs having the
program type of the indicated program.

13. The non-transitory computer-readable medium of
claim 10 wherein the at least one recommended execution
configuration parameter specifies a quantity of computing
nodes to use for the execution of the indicated program.

14. The non-transitory computer-readable medium of
claim 10 wherein the program execution service provides a
graphical user interface, and wherein the at least one recom-
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mended execution configuration parameter is selected via one
or more interactions of the user with the provided graphical
user interface.
15. A computing system, comprising:
one or more processors; and
one or more components of an execution service that are
configured to, when executed by at least one ofthe one or
more processors, manage configuration of distributed
execution of programs for each of multiple users by:
receiving information from the user indicating a pro-
gram to be executed on multiple computing nodes
provided by the execution service;
analyzing data obtained from completed execution of
one or more programs other than the indicated pro-
gram;
determining, based at least in part on a program type of
the indicated program and on the analyzing of the
obtained data, one or more recommended execution
configuration parameters to use for the indicated pro-
gram;
providing an indication to the user of the one or more
recommended execution configuration parameters
for executing the indicated program; and
responsive to an indication of at least one of the recom-
mended execution configuration parameters being
selected by the user, initiating execution of the indi-
cated program on the multiple computing nodes in
accordance with the at least one recommended execu-
tion configuration parameters;
wherein the initiating of the execution of the indicated
program on the multiple computing nodes includes
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initiating at least one of multiple distinct execution
jobs of the indicated program on each of the multiple
computing nodes.

16. The computing system of claim 15 wherein the deter-
mining of the one or more recommended execution configu-
ration parameters includes determining the program type of
the indicated program.

17. The computing system of claim 15 wherein, for one of
the multiple users, the information from the one user further
indicates the program type of the indicated program.

18. The computing system of claim 15 wherein the deter-
mining of the one or more recommended execution configu-
ration parameters to use for the indicated program includes
determining preferred execution configuration parameters for
the program type of the indicated program based at least in
part on the analyzing of the obtained data, and wherein the
one or more recommended execution configuration param-
eters include at least one of the preferred execution configu-
ration parameters for the program type.

19. The computing system of claim 15 wherein at least one
of the one or more components of the execution service is
further configured to provide a graphical user interface, and
wherein, for one of the multiple users, the at least one recom-
mended execution configuration parameter is selected by the
one user via one or more interactions with the provided
graphical user interface.

20. The computing system of claim 15 wherein the initiat-
ing of the execution of the indicated program on the multiple
computing nodes includes configuring each of at least some
of the multiple computing nodes in accordance with the at
least one recommended execution configuration parameters.
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